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No. 26 of 2021

I assent,

(H.E.FROYLATZALAM)
Governor-General

5% October, 2021.

AN ACT to provide for the regulation of the transfer
of money through electronic means; and to provide
for matter sconnected therewith or incidental thereto.

(Gazetted 9™ October, 2021.)
BE IT ENACTED, by and with the advice and consent
of the House of Representatives and Senate of Belize
and by the authority of the same, as follows:
PART 1
Preliminary

1. This Act may be cited as the

ELECTRONIC TRANSFER OF FUNDS CRIMES
ACT, 2021

Short title.
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Interpretation.

2. Inthis Act—

“authorised manufacturer’” means a financial institution or any
other person who is authorised under any written law to
produce a card;

“bank card” means any instrument, token, device, or card,
whether known as a bank service card, banking card, check
guarantee card, credit card, debit card, electronic wallet or
token or by any other similar name, issued with or without a fee
by anissuer for the use of the cardholder in obtaining goods,
services, or anything else of value or for use in an automated
banking device or online to obtain money or any of the services
offered through the device or online;

“card” means a bank card, credit card, smart card, electronic
wallet, token or device or the number or data associated with
abank card, credit card, smart card, electronic wallet, token or
device;

“cardholder” means the person to whom or for whose benefit
acard is issued by an issuer and whose name appears on the
face ofthe card or is stored in the application as the owner of
the card;

“card-making equipment” means any software, equipment,
machine, plate, mechanism, impression, or other device designed,
used, or capable of being used to produce a card, a counterfeit
card, or any aspect or component of a card;

“counterfeit card” means a bank card that is fictitious, altered,
or forged and includes any facsimile or false representation,
depiction, or component of abank card, or any bank card that
is stolen, obtained as part ofa scheme to defraud, or otherwise
unlawfully obtained, and which may or may not be embossed
with account information or anissuer’s information;

“credit” includes a written contractual agreement wherein a
cash loan, or any other financial service or productis provided
toaperson and the repayment of the debt incurred is deferred;
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“credit card” means any instrument, token, device, or card,
whether known as a charge card or by any other similar name,
issued with or without a fee by an issuer for the use of the
cardholder in obtaining goods, services, or anything of value on
credit from a merchant or for use in an automated banking
device to obtain money or any of the services offered through
the device;

“merchant” means a person or company or business thatagrees
or is authorised by an issuer to supply goods, services, or
anything else of value and receives payment for such through
the use of a card;

“electronic fund transfer” means any transfer of funds thatis
initiated through an electronic terminal, telephone, electronic
system, the Internet, or through online services for the purpose
ofordering, instructing, or authorizing a financial institution to
debit or credit an account or the balance of a smart card;

“electronic terminal” means an electronic device, otherthan a
telephone operated by a consumer, through which a consumer
may initiate an electronic fund transfer and includes point-of-
sale terminals, automated teller machines, and cash dispensing
machines;

“electronic wallet” means an encrypted storage medium holding
financial information that can be used to complete electronic
transactions withoutre-entering the stored data at the time of
the transaction;

“electronic system” means any electronic device or a group of
interconnected or related devices, one or more of which,
pursuantto an electronic program, performs automatic processing
of data and includes an electronic storage medium;

“expired card” means a bank card which is no longer valid
because the term for which it was issued has expired;
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Act No. 11 of
2012.

CAP. 267.
CAP. 314.

False
statement.

“financial institution” means a domestic bank as defined under
Domestic Banks and Financial Institutions Actor an international
bank as defined under the International Banking Actora credit
union as defined under the Credit Unions Act or any other
financial entity in Belize licensed to conduct financial business or
aforeign financial institution authorized under the law of its
jurisdiction;

“issuer” includes a financial institution which or any other
person who issues a card;

“receives” means to acquire possession, title or control ofa
card;

“revoked card” means a card which is no longer valid because
permission touse itis suspended or terminated by the issuer,
whether on its own or on the request of the cardholder;

“smart card” means a physical card that has an embedded
integrated chip thatacts as a security token;

“social engineering” means the use of deception to manipulate
anindividual into divulging confidential or personal information;

“traffic”’ meansto sell, transfer, distribute, dispense, or otherwise
dispose of property or to buy, receive, possess, obtain control
of, oruse property with the intent to sell, transfer, distribute,
dispense, or otherwise dispose of such property; and

“transaction” means an exchange, or purchase or transfer of
goods, services or funds by whatever means including through
the use of a card, the internet, wire transfer, conduct an
electronic transfer of funds, obtain funds or deposit funds into
anelectronic wallet.

PART |1
Offences

3.—(1) A person commits an offence who, for the
purpose of procuring the issuance of or access to a card
for himself or another person makes or causes to be made,
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either directly or indirectly, a false statement, in writing,
asto amaterial fact, or during an audio or video recording
knowing the statement to be false and with intent that it
berelieduponinrelationto hisidentity or financial condition
or the identity or financial condition of another person.

(2) A person who commits an offence under sub-
section (1), is liable on summary conviction to a fine of
twenty five thousand dollars or aterm of imprisonment of
six months, or to both fine and imprisonment.

4. —(1) A person commits an offence who,—

(@)  without consent, knowingly takes or
withholds a card from—

(i) thecardholder; or

(if) another person with possession of
the card with the consent of the
cardholder; or

(b)  receivesacard, withintenttouse, sell, or
to transfer it to a person other than the
issuer or the cardholder.

(2) A person who commits an offence under sub-
section (1), is liable on summary conviction to a fine of
twenty fivethousand dollarsand to aterm of imprisonment
of two years; or on conviction on indictment to a fine of
fifty thousand dollarsand to aterm of imprisonment of five
years.

(3) Forthepurposeof sub-section (1), takingacard
without consent includes obtaining the card or the data
associated with it by any conduct defined or known as
larceny or fraud, or by obtaining property by deception, or
extortion.

Theft by
taking or
retaining
possession of
card or
details of
card.
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Card theft.

Dealing in
card of
another
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(4) A person commits an offence who, gains
possession, custody or control of a card—

(@) by or with the knowledge or consent of
thecardholder;

(b) by apersonwith possession of the card
with consent of the cardholder; or

(c) byapersonauthorised, inwriting, by the
cardholder to usethe card,

and unlawfully retains possession, custody or control of the
card with intent to use it and uses it to obtain money,
goods, services or anything of value.

(5) A person who commits an offence under sub-
section (4), is liable on summary conviction to a fine of
twenty five thousand dollars and to imprisonment for five
years, or on conviction on indictment to a fine of fifty
thousand dollars and to imprisonment for seven years.

5. —(1) A person commits an offence who, receives a
card that he knows or ought reasonably to know to be lost,
mislaid, or delivered under a mistake and uses or retains
possession of the card, with intent to use, sell, or traffic it
to a person other than the issuer or the cardholder.

(2) A person who commits an offence under sub-
section (1), is liable on summary conviction to a fine of
twenty fivethousand dollarsor toimprisonment of oneyear
or to both fine and imprisonment.

6. —(1) A person, other than the issuer, commits an
offence who, with knowledge that a card was taken or
retained in circumstancesunder section4 or 5, receivesand
retains possession of two or more cardsissued in the name
of different cardholders.
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(2) A person who commits an offence under sub-
section (1), is liable on summary conviction to a fine of
twenty fivethousand dollarsor toimprisonment of oneyear
or to both fine and imprisonment.

7. —(1) A person, other than an authorised manufacturer
or an issuer, commits an offence if that person sellsa card
or buys a card from a person other than an authorised
manufacturer or an issuer.

(2) A person who commits an offence under sub-
section (1) is liable on summary conviction to a fine of
twenty fivethousand dollars or to imprisonment for aterm
of one year or to both fine and imprisonment.

8. A person who, with intent to defraud the issuer, a
merchant, or any other person, acquires and retains
possession, custody or control of a card as security for a
debt, commitsan offenceandisliableon summary conviction
to afineof twenty fivethousand dollarsor to imprisonment
a term of one year or to both fine and imprisonment.

9. —(1) A person commits an offence who, has a
counterfeit card or any invoice, voucher, salesdraft, or other
representation or manifestation of acounterfeit cardin his
possession, custody, or control, and with intent to defraud
the issuer, a merchant or any other person—

(a) falsely makes, embosses, or altersinany
manner acard; or

(b)  presentssuchacard.

(2) A person who commits an offence under sub-
section (1) is liable on—

(@ summary convictionto afine of twenty
fivethousand dollarsandtoimprisonment
for aterm of two years; or

Purchase or
sale of card of
another.

Obtaining
control of
card as
security.

Forgery.
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(b)  convictiononindictmenttoafineof fifty
thousand dollars and to imprisonment
for aterm of fiveyears.

(3) A person, other than an authorised manufacturer
or issuer, who possesses a counterfeit card, card making
or card programming equi pment isdeemed to havetheintent
to commit an offence under sub-section (1).

(4) For the purposes of sub-section (1), a person—

(a) falsely makes acard when he makes or
draws in whole or in part, a device or
instrument which purportsto bethecard
of anamed issuer but which isnot such
acardbecausetheissuer did not authorise
themakingor drawing, or when healters
acard which was validly issued; or

(b) falsely embosses a card when, without
theauthorisation of the named issuer, he
completes a card by adding any
information, including the signature of
the cardholder to the card.

Fraudulent 10.—(1) A person commits an offence who. for the

use of card. .. . .
purpose of obtaining money, goods, services, or anything
of value and with intent to defraud an issuer or amerchant,
uses, a card—

(@) thatisobtainedor retained fraudulently;

(b)  which he knowsisforged;
(c) byrepresenting—

(i) without theconsent or authorisation
of the cardholder, that he is the
holder of acard; or
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(i) that heistheholder of acardthatis
not validly issued.

(2) Apersonwho commits an offence under sub-section (1)
isliableon—

(@ summary convictionto afine of twenty
five thousand dollars and to a term of
imprisonment of two years; or

(b)  onconviction onindictment to afine of
fifty thousand dollars and to a term of
imprisonment of fiveyears.

(3) A person commits an offence who, by any
means forces—

(@) acardholder, or apersonwith possession
of the card with the consent of the
cardholder; or

(b)  any person authorised in writing by the
cardholder to use the card—

(i) toobtainmoney, goods, servicesor
anything of valuefor the person; or

(i) to disclose the password or card
number to the person or another
person for the purpose of obtaining
money, goods, servicesor anything
of value.

(4) A person who commits an offence under sub-
section (2) is liable on—

(@ summary convictionto afine of twenty
five dollars and to imprisonment for a
term of two years; or
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(b)  convictiononindictmenttoafineof fifty
dollarsandtoimprisonment for aterm of

fiveyears.
Fraud by 11.—(1) A merchant commitsan offenceif that merchant,

merchant etc.

with intent to defraud the issuer or a cardholder, provides
goods, services, or anything of value upon presentation of
a card which he knows is—

(&) obtained or retained fraudulently or illegally;
or

(b) forged, expired, or revoked.

(2) A merchant who commits an offence under
sub-section (1) is liable on—

(@ summary convictionto afine of twenty
fivethousand dollarsandtoimprisonment
for aterm of two years; or

(b)  convictiononindictmenttoafineof fifty
thousand dollars and to imprisonment
for aterm of fiveyears.

(3) A merchantcommitsanoffenceif that merchant,
with intent to defraud the issuer, or a cardholder, fails to
provide goods, services, or anything of value which he
representsin writing to the issuer or the cardholder that he
has provided.

(4) A merchant who commits an offence under
sub-section (3) is liable on summary conviction to a fine
of twenty five thousand dollars and to imprisonment for a
term of two years.

(5) A person who is authorised by a creditor to
furnish goods, services, or anything else of value upon
presentation of a card or a card account number by a
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cardholder, or any agent or employeeof such personcommits
an offenceif that person, with intent to defraud the issuer,
or the cardholder, presents to the issuer or the cardholder,
for payment, a card transaction record of sale, which sale
was not made by such authorised person or his agent or
employee.

(6) A person who commits an offence under sub-
section (5) is liable on summary conviction to a fine of
twenty fivethousand dollarsand to aterm of imprisonment
of two years.

(7) A person commits an offence if that person,
without a merchant’ s authorisation—

(&) employs, solicits or otherwise causes another
person (who is authorised by the merchant),
upon presentation of a card account number
[by acardholder] to providegoods, servicesor
anything of value; or

(b) solicitsor otherwisecausesanagent or employee
of aperson who isauthorised by the merchant
to remit to the merchant a card transaction
record of asal ethat wasnot made by the person
who isauthorised by the merchant or hisagent
or employee.

(8) A person who commits an offence under sub-
section (7), is liable on summary conviction to a fine of
twenty fivethousand dollarsand to imprisonment for aterm
of two years.

12. A personwho receivesmoney or purchases goods,
services or anything of value in breach of section 11,
knowing or believing that it was so received or purchased
commits an offence and is liable on summary conviction
toafineof twenty fivethousand dollarsand toimprisonment
for a term of two years.

Receipt of
money, etc.,
obtained by
fraudulent use
of card.
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Defence not
available.

Obtaining
goods, etc., by
use of false,
expired or
revoked card.

13. It shall not be a defence to a prosecution for an
offence under this Act that a card that is not a counterfeit
card is offered for use or sale as a counterfeit card and a
person, other than the defendant, who hasbreached thisAct
has not been convicted, arrested, or identified.

14.—(1) A person commits an offence who, with
knowledge, unlawfully obtains credit or purchases any
goods, services or anything of value, using a—

(a) false, fictitious, counterfeit or expired card,
card number or other credit device;

(b) card, card number, card information or other
credit device of another person without the
authority of that other person; or

(c) card, card number, or other credit device in
any case where the card, number or deviceis
revoked and noticeof therevocationwasgiven
to the person to whom the card is issued.

(2) A person who commits an offence under sub-
section (1) is liable on—

(&) summary conviction to a fine of twenty five
thousand dollars and to imprisonment for a
term of two years; or

(b) conviction on indictment to a fine of fifty
thousand dollars and to imprisonment for a
term of fiveyears.

(3) For the purpose of thissection, knowledge
of revocation shall be presumed, unless the contrary
is proved, to have been received by a cardholder
seven clear days after the noticeis sent to him by post
at his last known address or where the cardholder has
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agreed to notice electronically 72 hours after the notice is
sent to him via electronic means.

15.-1) A person who, except in connection with a
lawful purpose, is found in possession of three or more
counterfeit cards, invoices, vouchers, sales drafts, or other
representations or manifestations of counterfeit cards, or
card account numbersof another personispresumed, unless
the contrary is proved, to possess them for the purpose of
trafficking.

(2) A personwhocommitstheoffenceof trafficking
under sub-section (1) is liable on—

(@ summary conviction to a fine of five
thousand dollars and to imprisonment
for aterm of fiveyears; or

(b) indictment to a fine of fifty thousand
dollarsandtoimprisonment for aterm of
sevenyears.

16. A personwho receives, possesses, transfers, buys,
sells, controls, or is in possession of any card-making
equipment with intent that the equipment be used in the
manufacture of counterfeit cards commits an offence and
is liable on conviction on indictment to a fine of fifty
thousand dollarsandto imprisonment for atermof tenyears.

17.—(1) A person commits an offence if that person,
with intent to defraud another person—

(@) signsormarksany cardtransactionrecord
of sale;

(b) falselyaltersany cardtransactionrecord
of sale or invoice for money, goods,
services, or anything of value obtai ned

Trafficking in
counterfeit
card.

Possession of
card-making
equipment.

Alteration of
card invoice.
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General
offence for
fraudulent
electronic
fund transfer.

©

by useof acard after thecard transaction
record of saleor invoiceissigned by the
cardholder or a person authorised by
him; or

carriesout atransaction.

(2) A person who commits an offence under sub-
section (1), is liable on summary conviction to a fine of
twenty fivethousand dollarsand toimprisonment for aterm

of two years.

18.—(1) A person commits an offence, where such an
offence is not otherwise provided for under this Act, who,
inthecourseof an electronicfundtransfer or any transaction,
with intent to defraud an issuer or a merchant—

(@)

(b)

©

uses the personal or financial data,
security information, credit account
numbers or card of another person;

obtainsviaanelectronictransfer of funds
or transaction any money, goods,
services, or anything of value by using
the personal or financial data, security
information, credit account numbersor
card of another person; or

by representing that heisanother person.

(2) A person who commits an offence under sub-
section (1) is liable on—

(@)

()

summary conviction to afine of twenty
fivethousand dollarsand toimprisonment
for aterm of two years; or

conviction onindictment to afineof fifty
thousanddollarsandtoimprisonmentfor a
term of fiveyears.
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19.—(1) A person who adds to, affixes a device to,
removes from, tamperswith, breaks, destroys or steals, an
automated teller machine, commitsan offenceandisliable
on summary conviction to afine of fifty thousand dollars
and to imprisonment for a term of ten years.

(2) A person commits an offence if that person—

(@) obtainsmoney, cardholder information,
card information or anything of value
from an automated teller machine as a
result of abreach of sub-section (1); or

(b)  receivesmoney or cardholder information
or card information or anything of value
knowing or believing that it was so
obtained.

(3) A person who commits an offence under sub-
section (2) isliable on summary convictionto afineof fifty
thousand dollarsand toimprisonment for aterm of tenyears.

20.—(1) A person commits an offence if that person,
hacks, reproduces, distributes or sells an electronic wallet
or card software or intends to hack, reproduce, distribute
or anelectronicwallet or card software, without the consent
or authority of the authorised manufacturer or issuer.

(2) A person who commits an offence under sub-
section (1) is liable on—

(@ summary convictionto afine of twenty
fivethousand dollarsandtoimprisonment
for aterm of two years; or

(b)  convictiononindictment to afine of fifty
thousanddollarsandtoimprisonmentfor a
term of fiveyears.

Tampering
with ATM.

Software
Piracy.
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Tampering
with Software.

Identity Theft.

21.—(1) A person commits an offence if that person,
installs, uploads or inserts any virus, trojan, key logger,
malware, spyware or otherwise tamperswith an electronic
wallet, card software, online banking service or website or
interrupts or disables the use of an electronic wallet, card
software, onlinebanking serviceor websitewith distributed
denial of service attacks.

(2) A person who commits an offence under sub-
section (1) is liable on—

(@ summary convictionto afine of twenty
fivethousand dollarsand toimprisonment
for aterm of two years; or

(b)  convictiononindictmenttoafineof fifty
thousand dollars and to imprisonment
for aterm of fiveyears.

22.—(1) A person commits an offence if that person
fraudulently obtainsor receivesthe personal information of
a cardholder through social engineering or through any
other meansincluding hacking or installing malware, viruses
or key loggersand usesthe personal information to conduct
atransaction.

(2) A person who commits an offence under sub-
section (1) is liable on—

(@ summary convictionto afine of twenty
fivethousand dollarsand toimprisonment
for aterm of fiveyears; or

(b)  convictiononindictmenttoafineof fifty
thousand dollars and to imprisonment
for aterm of ten years.
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Part I11
Obligations of financial institution and consumer

23.—1) A cardholder shall not unlessheactsincollusion
withanother person beliabletotheissuer for any lossarising
fromuseof thecard by any person not acting, or to betreated
as acting, as the cardholder’s agent.

(2) Sub-section (1) doesnot prevent the cardhol der
from being made liable to any extent for loss to the issuer
from use of the card by a person who acquired possession
of it with the cardholder’s consent.

(3) Sub-section (2) shall not apply to the use of a
card after the cardhol der hasrevoked consent and theissuer
isgiven noticewithintwo days of discovering that the card
is liable to misuse.

(4) The issuer shall provide the cardholder with
particulars of a telephone number or online address or
physical person to whom notice is to be given under sub-
section (3).

(5) Notice under sub-section (3) shall take effect
when received, but where it is given orally, is shall be
confirmed in writing within fourteen clear days.

(6) Any sum paid by a cardholder for the issue of
acard, to the extent, if any, that it has not been previously
offset by use made of the card, shall be treated as paid
towards satisfaction of any liability under sub-section (2).

24. For each electronic fund transfer initiated by a
cardholder from an el ectronic system or electronicterminal,
thefinancial institution holding the cardhol der’ saccount or
transaction datashall, directly or indirectly, at thetimethe
transferisinitiated, makeavailabletothecardhol der written

Liability for
misuse of
card.

Documentation
of transfers.
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or electronic documentation of such transfer and such
documentation may include—

(&) the amount involved and date the transfer is
initiated;

(b) thetypeof transfer;

(c) theidentity of the cardholder’s account with
thefinancial institutionfromwhichor towhich
fundsaretransferred;

(d) theidentity of any third party towhom or from
whom funds are transferred; and

(e) thelocation or identification of the electronic
terminal involved.

Card lists 25.—(1) Subjecttosub-section(2),afinancial institution

prohibited.

shall not, unless provided by order of the Court or under
any other written law, make available, lend, donate, or sell
any list or portion of any list of cardholders and their
addresses and account numbers to any person without the
prior written permission of the cardholder.

(2) A financial institution may make available to
another financial institution, which seeksto determineonly
the cardholder’ scredit rating, any list or portion of any list
of cardholders and their addresses without the permission
of the cardholder.

(3) A financial institution under sub-section (2),
shall, within sevenworking daysof makingthelist available
provide written notice of the disclosure to the cardholder.

(4) Afinancial institution that failstocomply with
the requirement under sub-section (1) commits an offence
andisliableon summary convictionto afineof twenty five
thousand dollars.
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Part IV
Miscellaneous
26.—(1) Subject to sub-section (2), this Act shall have  Territorial
effect in relation to any person, whatever hisnationality or ~ 5%
citizenship, outside or within Belize; and wherean offence  this Act.
under thisActiscommitted by apersoninany placeoutside
of the Belize, the person shall bedealt with asif the offence
had been committed within Belize.
(2) For the purposesof sub-section (1), thisAct shall
apply if, for the offence in question—
(@) theaccusedwasinBelizeat thematerial
time;
(b) thecard, electronic systemor datawasin
Belizeat thematerial time;
(c) the card was issued by a financial
institutionin Belize; or
(d) the damage occurred within Belize,
whether or not paragraph (a), (b) or (c)
applies.
27. TheMinister may makeregulationsasheconsiders  Regulations.

necessary, with respect to—
(&) theelectronictransfer of funds;

(b) use of cards for electronic fund transfers
includingrelating to—

(i)  security;or
(i)  encryption and clearancefunctions; or

(c) anyregulationsastheMinister considersnecessary
to give purpose and effect to this Act.
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